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Division/ Department: IT Reference Number: DPSD/IT/048/2025
Policy: Proxy Violation Policy Issue Date: September 2025
1. Purpose

The purpose of this policy is to outline the rules, responsibilities, and consequences regarding
the misuse of proxy services, VPNs, or other methods to bypass the institution’s network
security controls. This ensures a safe, ethical, and legally compliant digital environment for
academic and administrative purposes.

2. Scope
This policy applies to:
e All students, faculty, staff, and external users of the institution’s IT infrastructure.

e All devices (institution-owned or personal) connected to the institution’s wired or
wireless networks.

3. Policy Statement

e The use of unauthorized proxy servers, VPNs, tunneling software, or anonymizers
to bypass institutional firewalls, filtering, or monitoring systems is strictly prohibited.

e All network access must comply with the institution’s Acceptable Use Policy (AUP)
and relevant cybersecurity regulations.

4. Examples of Proxy Violations
o Using web-based proxies, VPNs, or apps to access restricted websites.

e Attempting to circumvent monitoring tools for downloading pirated content, games, or
adult material.

o Installing unauthorized software on institutional devices to bypass security.

e Sharing proxy/VPN access with other users without permission.

5. Responsibilities
o Users must use the network responsibly and avoid activities that compromise security.
o Faculty and Staff should report suspected misuse to the IT Department.

o IT Department will monitor, detect, and investigate proxy violations.




6. Consequences of Violations

Violations of proxy rules will result in disciplinary actions based on severity and frequency,
including but not limited to:

For Students:

First Offense: warning letter to the student; temporary prohibition of use of any device
in school. (‘up to 1 week)

Second Offense: meeting with parent; extended prohibition of use of device in school (
up to 1 month)

Repeated/Severe Offenses: Permanent revocation of network privileges, suspension, or
expulsion as per the Student Code of Conduct.

For Staff/Faculty:

First Offense: warning letter.

Second Offense: memo on file; temporary prohibition of device use in school.
Repeated/Severe Offenses: Termination

For External Users/Vendors:

Immediate revocation of access privileges.

Possible reporting to legal authorities if laws are violated.

7. Monitoring & Enforcement

The institution reserves the right to monitor all network traffic for security and
compliance purposes.

Detected violations will be documented, investigated, and escalated to the appropriate
authority.

8. Review & Updates

This policy will be reviewed annually by the IT and Compliance Committee and updated as
required to address evolving security risks and regulatory requirements.

Related policies:

Behaviour Policy
Discipline Policy
BYOD Policy




