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1. Purpose & Rationale

e Support UAE national objectives, including Vision 2021 and digital
transformation in education.

e Encourage responsible and ethical use of technology to enhance learning and
develop 21st-century competencies.

2. Scope:

Covers all personally owned devices (e.g., tablets, laptops) brought to school and used
on campus—including networks, printers, projectors, etc.—both during and outside
school hours.

Allocated devices must meet school-specified technical standards for connectivity and
functionality.

3. Permitted Devices & Technical Requirements

Eligible Devices:

Tablets/iPads (primary), laptops (secondary and beyond);

Mobile phones are not allowed*

Minimum Requirements:

Windows/macOS laptops:8 GB RAM (16 GB preferred), Windows 11 / macOS 11
Big Sur, 512 gb SSD / HDD, Antivirus software licensed.

Tablets/Preferred Brand Samsung / iPads: Modern OS (i0S 13+, Android 9), 3gb
ram, 64 gb storage battery life min 8 hours , Wi-Fi 802.11 a/b/g/n/ac, dual band

4. Registration & Network Access

Devices must be registered to the school network via student D no, including make,
model, and MAC address.




e Only school wireless network access is allowed; personal mobile broadband (e.g.,
3G/4G) is prohibited.

o Secure certification installations (e.g., web filtering) are required for safe browsing

5. Use Guidelines & Acceptable Conduct

o Students will bring their devices only on the days and for the activities specifically
mentioned by the teachers.

e Devices must be used solely for educational purposes, as approved by teachers. Non-
educational use (e.g., games, streaming) is prohibited.

e Students must always abide by UAE laws — AVOID RUMOUR MONGERING AND
CYBERCRIMES (UAE Federal Decree-Law No. 34 of 2021 on Combating Rumors
and Cybercrimes.

e Recording, photo-taking, or transmission (audio/visual) without explicit teacher
permission is not permitted.

e Respect netiquette: avoid cyberbullying, plagiarism, or bypassing school filters.
o Defamation of the school on social media is strictly prohibited.

o Students are expected to abide by these norms, outside of school hours as well.

6. Privacy, Security & Support

o The school ensures a safe network using firewalls, mobile device management
(MDM), and monitoring to the maximum possible extent.

o Students are fully responsible for device security, safe deposit and upkeep.

e Some technical assistance may be provided for Wi-Fi connection, or password resets,
where necessary for learning purposes.

7. Responsibilities of Users
e Students/Parents must:
o Register and label devices; maintain functionality and security.

o Provide devices fully charged each day.




o Comply with policy or face confiscation, disciplinary actions, or network
access suspension.

o Teachers/Staff must:

o Enforce proper device use in class . Devices may be confiscated in cases of
repeated misuse.

o Support cyber-safety education through regular talks, assemblies or
orientations.

o Model appropriate netiquette and responsible use of devices.

8. Consequences of Violations
o First offense: Warning and device returned end of day.

o Repeated/more serious offenses: Escalation per behavior policy, including parent
contact, detention, or suspension of digital privileges.

9. Legal Compliance
e All users must adhere to relevant UAE federal laws, including:
o Cybercrime Law (Federal Law No. 5 0f 2012)
o Anti-rumors & cybercrimes (Federal Decree Law No. 34 of 2021)
o Copyrights Law (Federal Law No. 38 of 2021)
o Data Protection (DIFC Law No. 5 of 2020)
o Electronic Transactions Law (Federal Law No. 1 of 2006)

o TRA telecommunications regulations.
Violations may result in disciplinary action or legal consequences.

10. Communication & Policy Promotion
o Parents and students must sign an Acceptable Use Agreement (AUA) to participate.

e The policy will be introduced via orientation sessions, school website, planners, and
periodic reminders.




Summary Table

Aspect Key Points

Devices Allowed Tablets/laptops only; no phones

Registration Required with details; safe access via school Wi-Fi

Use Restrictions Educational only; no unauthorized recording or content

Security School filters, user responsibility; no liability for loss
Support Limited help; mainly for connectivity
Enforcement Warnings, confiscation, behaviour policy actions

Legal Compliance Full adherence to UAE laws

Communication  Signed agreement + regular reinforcement

Related Policies:

e Behaviour Policy

e Mobile Phone Policy

e VPN Policy

o Parental Control Policy




